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O mepax 1Mo NOBBIIEHUIO 3aIUILIEHHOCTH
MH(}OPMAMOHHOW HH(PACTPYKTYPHI
CUCTEMBI 00pa30BaHUs

VBaxxaeMbie Kosieru!

CornacHo uncTpykTuBHBIM TucbMaM GCTIK Poccun o moAroToBke K mpoBEICHUIO
KOMITBIOTEPHBIX aTak Ha MH(OpPMAMOHHYI0 HHPpacTpykTypy Poccuiickoit ®@enepanuu,
HAIPABJICHHBIX Ha MOJyYeHHE KOH(PHUICHIIMATBHON NH(OpMAIINK, a TAK)Ke Ha HapyIICHUE
(YHKIIMOHUPOBAHUS W BBIBOJ M3 CTPOsi MH(POpPMAIMOHHOW HHPPACTPYKTYpPHl OPraHOB
roCy/lapCTBEHHOM BIAacTH, B TOM 4YHCIE 4dYepe3 KOMIPOMETALUI0O W HapYyIICHUSI
(GYHKIMOHUPOBAHUS 3apyOEKHBIMH XaKEPCKUMHU TPYNIUPOBKAMU O(PHUIIMAIBHBIX CAUTOB
OpPraHOB TOCYJapCTBEHHOMU BJIACTH U opranu3anuii Poccuiickoit ®enepanuu JlemapraMeHT
undpoBoil TpaHchopmanuu K OONBIIMX NaHHBIX (nanee — JlemaprameHT) cooOuiaeT
clelyroniee.

[Ipenmonaraercsa, YTO TPOBEJACHHE  KOMIBIOTEPHBIX  aTaKk  IUIAHUPYETCS
OCYIIECTBIISITh Y€pe3 BHEJIPEHHE B OOHOBJIEHUS HMHOCTPAHHOTO MPOrPaMMHOTO
o0ecrnieyeHus BPEIOHOCHOTO mporpammHoro obecriedenus. [Ipu sTom pacnpoctpaneHue
OOHOBJICHUH C BpPEAOHOCHBIMU BIIOKEHUSIMH MOMKET OCYIIECTBIATHCS Uepe3 IEHTPHI
oOHOBNeHUHN (OoduUIMATBHBIE CaWThI) Pa3pabOTYMKOB HHOCTPAHHOTO MPOTPAMMHOIO

oOecrneueHus, pazmeniaeMple B ceTu « THTepHEeT.
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VYuuteiBass uznoxkeHHoe, JlemaptameHT oOpaliaeT BHUMaHuWE Ha HEOOXOAMMOCTh
(Ipu HAMYUU BO3MOXKHOCTH) MPUOCTAHOBUTH PabOTHI MO OOHOBJICHHUIO MPUMEHSIEMOIO
B MHQOPMAIMOHHBIX  CHUCTEMaX HHOCTPAHHOIO  MPOrPAMMHOIO  OOecredyeHHs
Y MPOTPaMMHO-aNNapaTHbIX CPEACTB, CTPAHON MPOUCXOKIAEHUS KOTOPBIX sBisieTcss CIIA
U cTpaHbl EBpomelckoro coro3a, a TakXke HCKIIOUYATh KX aBTOMATHYECKOE
LEHTPAIN30BaHHOE OOHOBIIEHHE ITOCPENCTBOM ceTh «HTEepHETY.

Takske B LIEJISIX MOBBIIIEHUS 3AIMIIEHHOCTH HH(POPMALIMOHHBIX CHCTEM U PECYPCOB
(0COOEHHO pEruoHAbHBIX WH(MOPMAIIMOHHBIX CHUCTEM JOCTYIHOCTH JOIIKOJBbHOTO
oOpa3oBaHMsI), BKJIIOYas OQHUIMAIBHBIE CAaWThl PETHOHAJIBHBIX OPraHOB BIACTH
¥ OPTaHOB MECTHOTO CaMOYIIPABIICHHUS, a TaK)Ke 00pa30BaTEIbHBIX OpraHu3aluil (nainee —
NCP), lenapTaMeHT peKOMEHYET:

IPOBECTH  HMHBEHTapH3alUI0  CIy)KO W  BEO-CEpBHCOB,  HUCIOJIb3yEMbIX
st ynkiuonupoBanus VMCP u pa3MenieHHbIX Ha TmepuMeTpe HHOOPMAIMOHHOU
MHPPaACTPYKTYpHI (asiee — CIy>KObl U BEO-CEPBUCHI);

OTKJIFOUUTH HEHUCTIONb3yEMbIE CITYKObI U B€O-CEPBUCHIL;

YCWINTh TPeOOBaHUS K MapOJIbHON MOJMTUKE aJMUHUCTPATOPOB U MOJIb30BATENCH
HNCP, wucknounB MNpHU 3TOM HCNOJb30BAHWE MAapoJIe, 3aJaHHBIX [0 YMOJYaHHIO,
OTKJIFOUUTh CEPBUCHBIE U HEUCTIONb3yEMbIE YUETHBIE 3aIUCH;

00€eCIeYnTh CETEBOE B3aMMOJICUCTBUE C NMPUMEHEHUEM 3alUMIICHHBIX AKTYaJbHBIX
Bepcuil mpoTokooB ceTeBoro B3aumoaeiicteust (HTTPS, SSH u npyrux npoTokosioB);

uckmounth npumenenne B MCP moxpcuera u cOopa AaHHBIX O TMOCETHUTEINSX,
CEpPBUCOB MPEJOCTABJICHHUS HH(MOPMALMU O MECTOMNOJOKEHUH W WHBIX CEpPBHUCOB,
pa3pabOTaHHBIX HMHOCTPAaHHBIMH OpTraHM3alusMu (Hampumep, cepBucoB onthe.io,
ReCAPTCHA, YouTube, Google Analytics, Google Maps, Google Translate, Google
Analytics);

UCKIIIOUNUTh BO3MOHOCTh HWCIIOJIb30BaHUSI BCTPOEHHBIX BHUICO- U ayAno-(aiisios,
uHTepdeiicoB B3aumoaencTBus API, «BHIKETOB» W JIPYyrux peCcypcoB, 3arpykaeMbIxX
CO CTOPOHHUX CaWTOB, 3aMEHUB HMX NIpPH HEOOXOJAMMOCTH THUIEPCCHUIKOM HaA TaKue

pECYpCHI.

Takum o0Opa3zom, B LEJISX IIOBBIIECHUS YCTOWYHUBOCTHU NCpP
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K pacmpe/eleHHbIM aTaKkaM, HalpaBJICHHBIM Ha OoTKa3 B oOcmyxuBanuu (DdoS-atakam),
JlemapTamMeHT MPOCHUT:

o0OecreynuTh HACTPOMKY MPaBWJI  CPEICTB  MEXKCETEBOIO  IKpaHUPOBAHMS,
HAIPABICHHBIX Ha OJOKUPOBKY HEPA3PEIICHHOTO BXOSIIETO TpaduKa;

oOecreuuTh GUIBTpALNIO TpapuKa MPUKIATHOTO YPOBHS C IPUMEHEHUEM CPEJICTB
MEXCETEBOTO YKPaHMPOBAaHUS ypOBHSA TIpriiokeHuil (web application firewall (WAF)),
YCTaHOBJICHHBIX B PEKUM MMPOTUBOJICUCTBHS aTaKaM;

aKTUBHPOBATh (PYHKIMHU 3alIUTHl OT aTak OTKaza B oOciayxuBanuu (DDoS-atak)
Ha CPEJICTBaX MEKCETEBOI'0 HKPAaHUPOBAHUS U IPYTHX CPEACTBAX 3alIUTHI HH(OPMAIUH;

OTPAaHUYUTh KOJMYECTBO MOAKIIOUEHH ¢ Kaxaoro I[P-ampeca (Hampumep,
yCTaHOBUTH Ha BeO-cepBepe nmapameTtp rate-limit);

OJlokupoBaTh BXoadmuid Tpaduk, mnocrynatomuid ¢ [P-agpeco, crpanHoii
npoucxoxaeHns KoTopeix sBisitorcss CLIA, crpansl EBponeiickoro coro3a WM HHOU
CTPAHOM, SABJISAIOIIECHCS HCTOYHUKOM KOMITBIOTEPHBIX ATaK;

OJ0KUpoOBaTh Tpauk, MOCTynaroumii U3 «reHeBoro Murepuera» uepes Tor-Opaysep
(ciMcok  y3710B, KOTOpble HE0OX0auMO 3a0JOKHpPOBaTh COAEPKUTCA IO  ajpecy
https://www.dan.me.uk/tornodes).

Bmecre ¢ Tem, J[lemaprameHT cooOlaeT, 4YTO aHaiu3 Yrpo3 O0e30MacHOCTH
uHpopmanuu, npooaumsiid cnenuanuctamu @CTIK Poccun B yCclioBUSX CHOXKUBILIEHCS
MOJIUTUYECKOW  OOCTAaHOBKHM,  TMOKa3bIBA€T, 4YTO  3apyOEKHBIMU  XAKEPCKUMU
IpYNIUPOBKAMH, B YACTHOCTH Xakepckoi rpynnupoBkoii ANONYMOUS, B connaibHbIX
CeTSAX M MECCEH/Kepax pa3Mellaercs MHPOpMalus O MPU3bIBaX K aIMUHUCTpATOpam
MH(DOPMAITMOHHBIX CHCTEM PACKPBITh CBEIECHUS 00 OCOOEHHOCTSX (DYHKIIMOHUPOBAHUS
WHOOPMAIIMOHHBIX CHUCTEM, TMPEIOCTAaBICHUM AayTEHTHU(PUKAIMOHHON WHGOpMAINH
M HaJIUYUM YSI3BUMOCTEM C LIENbI0 TNMPOHUKHOBEHHUS B HH(POPMALMOHHBIE CHCTEMBI
Y pa3MeleHus: TPOTUBOIIPABHON MH(GOPMAIIHH.

C LENBIO MPEIOTBPAILICHUS MOJTy4YECHUS 3apyOeKHBIMU XaKEPCKUMHU
rpynnupoBKkaMu MH(popManuu 00 0COOCHHOCTAX (PYHKIMOHUPOBAHUS MH(OPMAIIMOHHBIX
cucreM MuHncrepcTBa mnpocsemeHuss Poccuiickoii ®Penepanud  POCUM  IIPUHSTH

AOIMOJIHUTCIIbHBIC MCPLI IO CICAYIOIIUM HAIIPAaBJIICHUAM pa60T:
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nponH(OPMUPOBATh AAMHUHHCTPATOPOB U TOJb30BaTeNe MH(GOPMAIMOHHBIX
CUCTEM O HEIONYUICHUH pAaclpocTpaHeHuss HuHPopMamuu O (QyHKIHOHUPOBAHUU
MH(POPMAIIMOHHON CHUCTEMBI, Mepeaaue CTOPOHHUM JIMI[aM CBOEH ayTeHTU(PHUKAIIMOHHOM
uHpOpMaIny;

npouH(GOPMUPOBATh AAMUHHCTPATOPOB U IOJb30BaTeled HMH(OPMALMOHHBIX
CHUCTeM 00 OTBETCTBEHHOCTH 3a HapylIleHHe TpeOOBaHWUN B 00JACTH MHQPOPMAIIMOHHOM
0e30MacHOCTH;

YCUJIUTh  KOHTPOJb  HaJx  JCHCTBUSAMH B HMH(OPMALIMOHHOW  cHUCTEME
aAMUHUCTPATOPOB M MOJIb30BATEIEH;

IIPOBECTH BHEIUIAHOBYK) CMEHY MapoJiel agMUHUCTPATOPOB M IOJb30BATEIEH,
UCIOJIb3YEMBIX JJIsl I0CTYIa B UH(POPMALIMOHHBIE CUCTEMBI;

UCKIIIOUYNUTh (IIPU  BO3MOXKHOCTH) YHAJEHHBIA JIOCTYN TOCPEIACTBOM CETH
«HTEepHET» K MHPOPMALIMOHHBIM CUCTEMAaM JUIsl aIMUHUCTPATOPOB U I0JIb30BATENEH;

o0ecreynTh (mpr  BO3MOXKHOCTH)  JABYX(AKTOPHYIO ayTeHTH(PUKALIMIO
aJIMMHHACTPATOPOB HH(OPMALIMOHHBIX CUCTEM.

BbeIIEn3noKeHHbIE  PEKOMEHAAIMM  MPOCUM  JOBECTH  J1I0  COTPYIHHMKOB
U pabdOTHHKOB PETHMOHAJIBHBIX OPraHoB  BJACTH, MECTHOTO CaMOYIpaBJIEHUs
1 00pa30BaTeNbHbIX OPraHU3aALHMN.

O BBINOJIHEHHHM YKa3aHHBIX MEP M PEKOMEHAAM NpOoCUM MPOUH(OPMHUPOBATH
JlenapTaMeHT B YCTAaHOBJIEHHOM IMOPSIIKE, a TaKXe IO aJpecaM AJIEKTPOHHON MOYTHI:

bezlyudskiy-ap@edu.gov.ru B cpok 1o 26 nexadbps 2022 roja.

AOKYMEHT NOAIINCAH
JIEKTPOHHOU NOAIINCBIO

CepTIl(bﬂKaT 80C881347F8A07C54DB58991FB715D0B2F74FBES
Branener roposen Annpeii Banepsesnu
JlelicTBUTENIEH ¢ 07.10.2022 o 31.12.2023

Hupextop Jlenapramenra A.B. T'opoben

Kynpssues /I.B.
(495) 587-01-10, m06. 3323
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